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We’ve all seen the 
basic framework-
as-spreadsheet 
output

We’ve all seen the framework-as-spreadsheet model, such as the 
one initially created by us at Unified Compliance back in 2006. 
They have three main elements:

1. Reference frameworks and reference controls such as the 
Common Controls from the Unified Compliance Framework, 
CobiT’s controls, NIST 800-53, IS 2700, or others.

2. An Identifier for the reference control.

3. An array of Citation References denoting the individual 
citations in each Authority Document that align with the 
reference control.
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Even though it’s 
common, is it 
defendable?

This is a pretty common 
format. There are at least five 
organizations that provide 
framework-as-spreadsheet 
output formats:
• Unified Compliance 

Framework, 
• HITRUST, 
• Shared Assessments, 
• Nimity Privacy Framework, 

and 
• Secure Controls Framework.

All of these frameworks are in 
use, to some extent, within the 
Governance, Risk, and 
Compliance community. The 
question arises – is there 
enough information within a 
framework, delivered as a 
spreadsheet, to support having 
the mapping of the Citations 
audited?

The answer is no. 

Even the UCF’s spreadsheets 
would be labelled non satis
probandi (not enough 
evidence). This paper will 
answer why frameworks-as-
spreadsheets just don’t cut it. 

Let’s start with why 
frameworks exist in the first 
place.

3



Why do 
compliance 
frameworks 
exist?

Compliance simply means 
following the rules that are set 
by people other than 
ourselves. 

In more specific terms, 
compliance is ensuring that the 
requirements of laws, 
regulations, industry codes, 
and organizational doctrines 
are met. This also applies to 
contractual arrangements to 
which the business process is 
subject. 

Most organizations fall under 
multiple Authority Documents 
(laws, regulations, standards, 
audit guides, etc.). Someone in 
your organization is bound to 
say “hey, figure out what we 
need to do to comply with 
these various documents”.

Introducing multiple Authority Documents
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The problem is 
overlapping, 
poorly written 
mandates

Here’s what we know so far:
• you’ll have multiple documents 

you need to be in compliance 
with,

• that have many mandates per 
document that you’ll need to 
interpret and apply, and

• somebody is going to want you 
to self-assert or audit you to 
provide you’ve implemented 
methods and practices to 
comply with those mandates.

That means that you are going to 
want to achieve three things:

1. Identify the Mandates within 
the Citations of each Authority 
document.

2. Map Mandates to like
Mandates to eliminate 
duplication.

3. Prove that you’ve correctly 
identified and mapped the 
mandates.

You’ll need a framework for 
accomplishing these three steps. 

Oh boy, multiple (and maybe overlapping) mandates
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The definition of 
a compliance 
framework

Let’s start with the definition of framework (that applies here, as 
opposed to creating an actual building); a basic structure 
underlying a system, concept, or text. So, a framework is a structure, 
a schema, method of organization and configuration to accomplish 
something.

When dealing with compliance frameworks, that structure and 
schema focus on the aggregation of compliance rules, first and 
foremost. Once identification and harmonization are complete, 
those requirements need a structure for integration into the 
organization’s processes as well. Therefore, we can define 
compliance frameworks as such:

A compliance framework is a structured set of guidelines to 
aggregate and harmonize, then integrate, all compliance 
requirements applicable to an organization.

In other words, a compliance framework is a methodology for 
compiling multiple authority documents into a cohesive whole.

• It provides a structure for identifying Mandates within 
Citations.

• It provides a structure and methodology for harmonization.

• It provides the structure and proof to support the veracity of 
the identification and harmonization.
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The defining 
requirements of 
a compliance 
framework

These are the defining requirements for a compliance framework.

How well does a framework-as-spreadsheet hold up to this 
scrutiny?

Not very well. 

How well does a framework-as-spreadsheet hold up to these 
requirements? First, let’s go back to a term we’ve used above, non 
satis probandi – an ancient Latin term for not enough proof. You 
may be more familiar with onus probandi – the burden of proof. 

1Identify Mandates 1a Provide a structure for identifying source documents.
1b Provide a structure for identifying Citations within those documents.
1c Provide a structure for identifying Mandates within Citations.
1d Provide a structure for linking a Mandate’s predicates and subjects to 

their situational definitions.
2Map Mandates to like Mandates 2 Provide a structure for measuring correlation between Mandates or a 

reference control.
3Provide proof of identification and 

mapping
3a Provide the necessary data structures such as JSON-LD for encoding 

the tagging, dictionary linking, harmonization, and audit trails for 
change management that are machine readable.

3b Embed data structures and subsequent data into the identification 
and harmonization of each record.
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Onus probandi –
the burden of 
proof

Major thanks to my co-Founder and brilliant attorney Marcelo 
Halpern, here’s what he has to say about onus probandi. As he 
states it, “here’s how Black’s Law Dictionary defines “burden of 
proof” (as linked from “onus probandi”): 

burden of proof (18c) 1. A party's duty to prove a disputed 
assertion or charge; a proposition regarding which of two 
contending litigants loses when there is no evidence on a 
question or when the answer is simply too difficult to find. • 
The burden of proof includes both the burden of 
persuasion and the burden of production. — Also termed 
evidentiary burden; evidential burden; onus probandi. See 
SHIFTING THE BURDEN OF PROOF. Cf. STANDARD OF 
PROOF. 2. Loosely, BURDEN OF PERSUASION. — Abbr. BOP.

In the past the term ‘burden of proof’ has been used in two 
different senses. (1) The burden of going forward with the 
evidence. The party having this burden must introduce 
some evidence if he wishes to get a certain issue into the 
case. If he introduces enough evidence to require 
consideration of this issue, this burden has been met. (2) 
Burden of proof in the sense of carrying the risk of 
nonpersuasion. The one who has this burden stands to lose 
if his evidence fails to convince the jury — or the judge in a 

nonjury trial. The present trend is to use the term ‘burden of 
proof’ only with this second meaning …” Rollin M. Perkins & 
Ronald N. Boyce, Criminal Law 78 (3d ed. 1982).

The expression ‘burden of proof’ is tricky because it has 
been used by courts and writers to mean various things. 
Strictly speaking, burden of proof denotes the duty of 
establishing by a fair preponderance of the evidence the 
truth of the operative facts upon which the issue at hand is 
made to turn by substantive law. Burden of proof is 
sometimes used in a secondary sense to mean the burden 
of going forward with the evidence. In this sense it is 
sometimes said that a party has the burden of countering 
with evidence a prima facie case made against that party.” 
William D. Hawkland, Uniform Commercial Code Series§ 2A-
516:08 (1984). 
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Onus probandi –
the burden of 
proof

There is also the standard of proof and due proof to think about.

Clearly, if any person or organization is going to present a 
harmonized compliance framework, it is upon them to carry the 
burden of proof that the Citations do in fact correlate to the 
reference framework’s controls. So, does a framework-as-
spreadsheet hold up to the burden of proof? Let’s see. 

standard of proof (1857) The degree or level of proof 
demanded in a specific case, such as “beyond a 
reasonable doubt” or “by a preponderance of the 
evidence”; a rule about the quality of the evidence that 
a party must bring forward to prevail. — Also termed 
degree of proof. See BURDEN OF PERSUASION. Cf. 
BURDEN OF PROOF.

due proof (16c) Sufficient and properly submitted 
evidence to produce a result or support a conclusion, 
such as an entitlement to benefits supported by an 
insurance policy. • The evidence need not be the best 
proof possible. Metropolitan Life Ins. Co. v. Frisch, 65 
N.E. 2d 852, 855 (Ind. App. 1946). 
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The burden of 
proof for 
harmonization 
in a compliance 
framework

Again we present the framework-as-spreadsheet from above. 
Let’s go through requirements 1a through 3b and see if proof is 
presented.

Framework-as-spreadsheet itemized
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Identifying 
Mandates

Identifying Mandates

The bedrock, the foundation of the compliance framework is 
establishing a chain of identification from the Authority 
Document down to the definitions of each tagged term.

Mandate identification

Mandate Identification
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Identifying 
Mandates
(what exists)

1a Document Identification

Spreadsheets can easily embed a hyperlink into each 
document’s name to provide the link to where that 
document was found. Albeit this is a very simplistic 
approach to document identification and 
management, it could be argued that at a rudimentary 
level this is adequate.

1b Citation Identification

Citation references, such as § 6.1 for PCI DSS 3.1 above, 
are a way to annotate where a Citation can be found 
within a document. Frameworks-as-spreadsheets use 
this approach to link the Citation to the document.

What they completely omit is the Citation itself. Some
frameworks-as-spreadsheets attempt to put the 
Citations in a support table, but with many Citations 
being hundreds of words long, it doesn’t work well.

For the most part, it is up to the reader to a) find the 
Authority Document, and then b) search the Authority 
Document for the Citation referenced in the 
spreadsheet. 
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Identifying 
Mandates
(what doesn’t 
exist)

1c Mandate Identification

This doesn’t exist in frameworks-as-spreadsheets.

Not all Citations are written as individual Mandates. 
Many of them are written in paragraph form with 
multiple sentences (some with Mandates, some 
without). Many of the sentences are written as 
compound sentences (a sentence with more than one 
subject or predicate).

Frameworks-as-spreadsheets don’t even come close to 
identifying individual Mandates within Citations. They 
can’t. The underlying structure of spreadsheets doesn’t 
even allow this level of complexity of embedded data.

1d Term tagging and definition linking

This doesn’t exist in frameworks-as-spreadsheets.

Because individual Mandates can’t be identified within 
a framework-as-spreadsheet, there is no structure at 
all for tagging individual predicates and subjects within 
those mandates. And because those can’t be tagged, 
there’s no structure in place to link those terms to their 
respective definitions as used in that Mandate.
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Identifying 
Mandates
summary

Spreadsheets will give you rudimentary information about the 
Authority Document and the reference to the Citation – but they 
stop there.

Without further research, there is no evidence provided that the 
Citation Reference even belongs in the spreadsheet, or even exists
in the document.

Mandate identification

Mandate Identification
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Harmonizing 
Mandates

The reason that identification and tagging are even undertaken is 
to harmonize Mandates and de-duplicate effort.

2 Citation harmonization linking

Frameworks-as-spreadsheets provide a leap of faith linkage 
between the reference control and the Authority Document’s 
Citation Reference. By visually referencing the relationship 
between cells B6 and F6 the reader must surmise that the 
underlying Citation is harmonized to the reference control.

But it stops there. It asks the reader to suppose that something is 
true without having evidence to confirm it.

Mandate identification

Mandate Linking

15



Providing proof 
of identification 
and mapping

This doesn’t exist in frameworks-as-spreadsheets. They just aren’t 
built for this.

Mandate identification

3a References to the framework’s structure

How the identification, tagging, dictionary linking, and 
harmonization is accomplished should be both 
transparent and public. The rules used, the steps 
followed, and the tools employed should all be 
presented so that the reader doesn’t have to surmise the 
processes followed.

3b Embedded framework structure

Not only should the rules, steps, and tools be made 
public, the framework data should be embedded in the 
document.

Document embedding
The Authority Document’s bibliographic information 
should be maintained (along with when and where it 
was downloaded). This begins the chain of custody for 
the document being analyzed.

Citation embedding
The Citations and Mandates within each Authority 
Document should be tokenized and linked to the 
Citation Reference and Authority Document. This 
continues the chain and breaks down each Mandate 
into an atomic structure.
The predicates and subjects within each Mandate 
should be tagged with both primary and secondary 
verbs and nouns. This provides the evidence that a 
specific Mandate within a specific Citation within a 
specific Authority Document is the subject of analysis.
Each tagged term’s definition for that Mandate needs to 
be linked. Term definitions are polysemous (individual 
terms can have multiple definitions), but usage within a 
phrase must be monosemous (a single unambiguous 
definition).

Mapping embedding

The linkage between the predicate and subject within 
the Mandate and the reference control’s predicate and 
subject must be quantified and tagged. 
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Questions to ask 
about your 
compliance 
framework

If your compliance framework is 
missing even one of these items, the 
burden of proof has not been met.

We’ve boiled everything down to these simple questions you can 
use to audit your compliance framework’s ability to shoulder the 
burden of proof you’ll need to defend it’s use.

Necessary data structure

q Provides a data structure such as JSON-LD for encoding the 
tagging, dictionary linking, harmonization, and audit trails for 
change management that are machine readable?

q Provides documentation on the method of Mandates to 
reference control correlation measurement?

Document and Mandate Identification

q Identifies source documents with full bibliographic 
information?

q Links Citation IDs to Authority Document IDs?

q Links Mandate IDs to Citation IDs?

q Tags each Mandate’s predicates and subjects as primary and 
secondary?

q Links each Mandate’s predicates and subjects to individual 
dictionary definition IDs?

Mapping Mandates to the compliance framework

q Provides the link between the Mandate and the reference 
control, including the measured correlation between the two?
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Auditing the UCF We’ve taken the liberty to audit the Unified Compliance 
Framework to show you what your framework of choice (if it isn’t 
us) should be saying.

Y/N Question Link to Proof

Y Provides a data structure such as JSON-LD for encoding the 
tagging, dictionary linking, harmonization, and audit trails for 
change management that are machine readable?

https://theucf.info/API001

Y Provides documentation on the method of Mandates to 
reference control correlation measurement?

https://theucf.info/EDU001

Y Identifies source documents with full bibliographic information? https://theucf.info/API002

Y Links Citation IDs to Authority Document IDs? https://theucf.info/API002

Y Links Mandate IDs to Citation IDs? https://theucf.info/API002

Y Tags each Mandate’s predicates and subjects as primary and 
secondary?

https://theucf.info/MAP001

Y Links each Mandate’s predicates and subjects to individual 
dictionary definition IDs?

https://theucf.info/MAP001

Y Provides the link between the Mandate and the reference 
control, including the measured correlation between the two?

https://theucf.info/MAP001
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